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ÌÎÄÅËÜ ÎÖÅÍÊÈ ÓÑÒÎÉ×ÈÂÎÑÒÈ ÀÂÒÎÌÀÒÈÇÈÐÎÂÀÍÍÛÕ
ÑÈÑÒÅÌ ÏÎÆÀÐÎÂÇÐÛÂÎÁÅÇÎÏÀÑÍÎÑÒÈ

Ïðîâåäåí àíàëèç ìåòîäîâ îöåíêè íàäåæíîñòè è óñòîé÷èâîñòè ôóíêöèîíèðîâàíèÿ àâòîìàòèçè-
ðîâàííûõ ñèñòåì óïðàâëåíèÿ òåõíîëîãè÷åñêèìè ïðîöåññàìè (ÀÑÓÒÏ) ïîæàðîâçðûâîîïàñíûõ
ïðåäïðèÿòèé. Ïîêàçàíî, ÷òî â íàñòîÿùåå âðåìÿ ïðè ïðîåêòèðîâàíèè äàííûõ ñèñòåì íà åäèíîé
ïðîãðàììíî-àïïàðàòíîé áàçå ïðèíèìàåòñÿ óñëîâèå, ÷òî ôèçèêî-òåõíè÷åñêèå õàðàêòåðèñòèêè
ýëåìåíòîâ ñèñòåì íå ìåíÿþòñÿ âî âðåìåíè. Îäíàêî â óñëîâèÿõ áûñòðîòåêóùèõ òåõíîëîãè÷åñêèõ
ïðîöåññîâ (âçðûâû, ïîæàðû íà ïðîìûøëåííûõ ïðåäïðèÿòèÿõ) èç-çà âðåìåííîé äåãðàäàöèè,
ïîìåõ, íåäîñòàòêîâ â ñáîðêå è ò. ä. òåîðåòè÷åñêèå ïîêàçàòåëè ýôôåêòèâíîñòè ìîãóò ñíèæàòüñÿ
äî 25 %. Âî èçáåæàíèå äàííûõ íåòî÷íîñòåé â ðàñ÷åòàõ ïðè ïðîåêòèðîâàíèè àâòîìàòèçèðîâàí-
íûõ ñèñòåì ïîæàðîâçðûâîáåçîïàñíîñòè (ÀÑÏÂÁ) ïðîìûøëåííûõ ïðåäïðèÿòèé ïðåäëîæåíà ìà-

òåìàòè÷åñêàÿ ìîäåëü îöåíêè óñòîé÷èâîñòè ôóíêöèîíèðîâàíèÿ ýòèõ ñèñòåì, ÿâëÿþùèõñÿ ÷àñòüþ
ÀÑÓÒÏ, êîòîðàÿ îñíîâàíà íà èññëåäîâàíèÿõ â îáëàñòè óñòîé÷èâîñòè àâòîìàòè÷åñêèõ òåõíè÷å-
ñêèõ ñèñòåì Ý. Ðàóñà è ýíòðîïèéíûõ ìåòîäîâ À. Äæ. Âèëñîíà. Ïðîâåäåíî ìîäåëèðîâàíèå íà-
äåæíîñòè è óñòîé÷èâîñòè ôóíêöèîíèðîâàíèÿ êàíàëîâ ïåðåäà÷è èíôîðìàöèè äëÿ ðàçëè÷íûõ
âàðèàíòîâ ïîñòðîåíèÿ ÀÑÏÂÁ. Ïîêàçàíî, ÷òî äëÿ îïòèìèçàöèè çàòðàò ìîæåò áûòü èñïîëüçîâàí
êîìïëåêñíûé ïîäõîä, îñíîâàííûé íà èñïîëüçîâàíèè åäèíîé ïðîãðàììíî-àïïàðàòíîé ïëàò-
ôîðìû ìèêðîïðîöåññîðíîé ïëàòôîðìû ÀÑÓÒÏ.

Êëþ÷åâûå ñëîâà: àâòîìàòèçèðîâàííûå ñèñòåìû óïðàâëåíèÿ òåõíîëîãè÷åñêèì ïðîöåññîì; ñèñ-
òåìíàÿ ìàãèñòðàëü ïåðåäà÷è äàííûõ; àâòîìàòèçèðîâàííûå ñèñòåìû ïîæàðîâçðûâîáåçîïàñíîñòè;
óñòîé÷èâîñòü è íàäåæíîñòü òåõíè÷åñêèõ ñèñòåì; ýíòðîïèÿ òåõíè÷åñêîé ñèñòåìû; ýíòðîïèéíàÿ
ìîäåëü îöåíêè óñòîé÷èâîñòè.
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Ââåäåíèå

Â óñëîâèÿõ ñîâðåìåííîãî ýêîíîìè÷åñêîãî ïîäúåìà
âîçðàñòàåò àêòóàëüíîñòü íàäåæíîãî ôóíêöèîíèðî-
âàíèÿ àâòîìàòèçèðîâàííûõ ñèñòåì óïðàâëåíèÿ òåõ-
íîëîãè÷åñêèìè ïðîöåññàìè (ÀÑÓÒÏ) ïðîìûøëåí-
íûõ ïðåäïðèÿòèé, ÿâëÿþùèõñÿ êðèòè÷åñêè âàæíû-
ìè äëÿ ðîññèéñêîé ýêîíîìèêè.

Àâòîìàòèçèðîâàííûå ñèñòåìû ïîæàðîâçðûâîáåç-
îïàñíîñòè (ÀÑÏÂÁ) â íàñòîÿùåå âðåìÿ ñòàëè èãðàòü

êëþ÷åâóþ ðîëü â ñòðóêòóðå ÀÑÓÒÏ. Ïðè ýòîì îíè
ÿâëÿþòñÿ ñâåðõáûñòðîäåéñòâóþùèìè ïîäñèñòåìà-
ìè, ñïîñîáíûìè îáåñïå÷èòü äåòåêòèðîâàíèå èçáû-
òî÷íîãî äàâëåíèÿ âçðûâîîïàñíûõ òåõíîëîãè÷åñêèõ
óñòàíîâîê â òå÷åíèå 0,1 ìêñ. Â ýòîì ñëó÷àå âîçìîæíî
îñóùåñòâèòü â ðåàëüíûõ ìàñøòàáàõ âðåìåíè ñáðîñ
äàâëåíèÿ, ÷òîáû çàùèòèòü òåõíîëîãè÷åñêîå îáîðó-
äîâàíèå îò ðàçðóøåíèÿ è ïåðñîíàë ïðåäïðèÿòèÿ îò
ãèáåëè [1].
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Îäíàêî ñîáëþäåíèå äàííîãî òðåáîâàíèÿ óâåëè÷è-
âàåò ÷àñòîòó îïðîñà äàò÷èêîâ äàâëåíèÿ ñâûøå 107 ñ–1,
÷àñòîòà ñèñòåìíîé ìàãèñòðàëè ïåðåäà÷è äàííûõ
äîëæíà ñîñòàâëÿòü áîëåå 10 ÌÃö, à äëÿ îáåñïå÷å-
íèÿ íàäåæíîãî äåòåêòèðîâàíèÿ èçáûòî÷íîãî äàâëå-
íèÿ — äî 100 ÌÃö. Â ýòîì ñëó÷àå àêòóàëüíûì ñòà-
íîâèòñÿ âîïðîñ óñòîé÷èâîé ðàáîòû øèíû ÀÑÏÂÁ,
à èìåííî êàíàëîâ ïåðåäà÷è èíôîðìàöèè [2].

Öåëüþ äàííîé ðàáîòû ÿâëÿåòñÿ ñîçäàíèå ìåòî-
äèêè îöåíêè íàäåæíîñòè ôóíêöèîíèðîâàíèÿ êàíà-
ëîâ ïåðåäà÷è èíôîðìàöèè íà îñíîâå ìîäåëèðîâàíèÿ
âåëè÷èíû ýíòðîïèè ÀÑÏÂÁ. Äëÿ äîñòèæåíèÿ äàí-
íîé öåëè ðàçðàáîòàíà ìàòåìàòè÷åñêàÿ ýíòðîïèéíàÿ
ìîäåëü, îñíîâàííàÿ íà íàó÷íûõ ðàáîòàõ À. Äæ. Âèë-
ñîíà [3] è Ý. Ðàóñà [4].

Òåîðåòè÷åñêèé àíàëèç

Àíàëèç íàó÷íî-òåõíè÷åñêîé ëèòåðàòóðû ïîêà-
çàë, ÷òî â íàñòîÿùåå âðåìÿ îòñóòñòâóþò ñèñòåìíûå
íàó÷íûå èññëåäîâàíèÿ óñòîé÷èâîñòè ôóíêöèîíè-
ðîâàíèÿ ÀÑÏÂÁ [5–8].

Äëÿ ðàñ÷åòîâ ÀÑÓÒÏ èñïîëüçóþòñÿ ìîäåëè,
ïðåäñòàâëåííûå â [9–11]. Äàííûå ðàñ÷åòíûå ìîäå-
ëè áàçèðóþòñÿ íà óñëîâèè, ÷òî òåõíè÷åñêèå õàðàê-
òåðèñòèêè ýëåìåíòîâ àâòîìàòèçèðîâàííîé ñèñòåìû
íå ìåíÿþòñÿ âî âðåìåíè, âíå çàâèñèìîñòè îò âîçäåé-
ñòâóþùèõ ôàêòîðîâ. Íàïðèìåð, òàêîé ïàðàìåòð, êàê
ñêîðîñòü ïåðåäà÷è äàííûõ, êîòîðûé ÿâëÿåòñÿ îñíîâ-
íûì ëèìèòèðóþùèì ïîêàçàòåëåì ñèñòåìû. Â ýòîì
ñëó÷àå ðàñ÷åò ñêîðîñòè ïåðåäà÷è äàííûõ ñòðîèòñÿ
íà îñíîâàíèè ïðîèçâåäåíèÿ Ð� (ãäå P — ðàçðÿä-
íîñòü ñèñòåìíîé øèíû; � — åå òàêòîâàÿ ÷àñòîòà).

Â ðåàëüíûõ æå óñëîâèÿõ íà ïðîèçâîäèòåëüíîñòü
ñèñòåìíîé ìàãèñòðàëè ïåðåäà÷è äàííûõ (øèíà) îêà-
çûâàþò âëèÿíèå âñåâîçìîæíûå ôàêòîðû: ïðîâîäè-
ìîñòü ìàòåðèàëîâ, êîòîðàÿ ìåíÿåòñÿ âî âðåìåíè, ïî-
ìåõè, íåäîñòàòêè êîíñòðóêöèè è ñáîðêè, à òàêæå ìíî-
ãèå äðóãèå ôàêòîðû. Ïî äàííûì, âçÿòûì èç [12, 13],
ðàçíîñòü ìåæäó òåîðåòè÷åñêîé ñêîðîñòüþ ïåðåäà÷è
äàííûõ è ïðàêòè÷åñêîé ìîæåò óìåíüøàòüñÿ äî
25 % îò ðàñ÷åòíîé âåëè÷èíû.

Â ñîâðåìåííûõ ÀÑÓÒÏ, ñîçäàâàåìûõ íà åäèíîé
ïðîãðàììíî-àïïàðàòíîé áàçå, ïðè âîçíèêíîâåíèè
÷ðåçâû÷àéíîé ñèòóàöèè âîçìîæåí êîíôëèêò ìåæäó
èíôîðìàöèîííûìè ïîòîêàìè ðàçëè÷íûõ ïîäñèñòåì.
Ìîæåò âîçíèêíóòü ñèòóàöèÿ, ïðè êîòîðîé ïåðâè÷-
íàÿ èíôîðìàöèÿ îò âûñîêîñêîðîñòíûõ âûñîêîïðî-
èçâîäèòåëüíûõ èñòî÷íèêîâ ìîæåò áûòü áëîêèðîâàíà
ìåíåå ïðîèçâîäèòåëüíîé ëèíèåé, ÷òî ïðèâåäåò ê ïîë-
íîìó îòêàçó ñèñòåìû [14].

Ðàçðàáîò÷èêè ÀÑÏÂÁ äëÿ íåäîïóùåíèÿ ïîäîá-
íîé ñèòóàöèè âûíóæäåíû ïðåäóñìàòðèâàòü ðåçåðâ-
íûå êàíàëû ïåðåäà÷è èíôîðìàöèè, ÷òî âëå÷åò çà ñî-
áîé óâåëè÷åíèå ïåðâîíà÷àëüíîé ñòîèìîñòè òåõíè-
÷åñêîãî ïðîåêòà.

Ðàçðàáîòàííàÿ â íàñòîÿùåé ðàáîòå ìîäåëü îöåí-
êè ïîìîæåò ïðîâîäèòü îïòèìèçàöèþ ñòðóêòóðû ñè-
ñòåìû, ÷òî, â ñâîþ î÷åðåäü, ïîâûñèò íàäåæíîñòü
ôóíêöèîíèðîâàíèÿ ñèñòåìû â öåëîì.

Ìåòîäèêà

Äëÿ ñîçäàíèÿ ìîäåëè îöåíêè óñòîé÷èâîñòè ôóíê-
öèîíèðîâàíèÿ èíôîðìàöèîííûõ êàíàëîâ ÀÑÏÂÁ,
îñíîâàííîé íà èçìåíåíèè âåëè÷èíû èíôîðìàöèîí-
íîé ýíòðîïèè ñèñòåìû [1], ïåðâîíà÷àëüíî íåîáõî-
äèìî ïîëó÷èòü õàðàêòåðèñòè÷åñêîå óðàâíåíèå ñèñ-
òåìû

D(S) = a0 Sn + a0 Sn – 1 + … + an – 1 S + an, (1)

ãäå à0, à1, …, àn — êîýôôèöèåíòû õàðàêòåðèñòè÷å-
ñêîãî óðàâíåíèÿ ñèñòåìû;
S — ýíòðîïèÿ ñèñòåìû;
n — êîëè÷åñòâî ïîäñèñòåì ÀÑÏÂÁ.
Èçâåñòíî [4], ÷òî íåîáõîäèìûì óñëîâèåì óñòîé-

÷èâîñòè ñèñòåìû ëþáîãî ïîðÿäêà ÿâëÿåòñÿ ïîëîæè-
òåëüíîñòü âñåõ êîýôôèöèåíòîâ õàðàêòåðèñòè÷åñêî-
ãî óðàâíåíèÿ (1): a0 > 0, a1 > 0, …, an > 0.

Äåéñòâèòåëüíî, óðàâíåíèå (1) ìîæíî ïðåäñòà-
âèòü â âèäå ïðîèçâåäåíèé ìíîæèòåëåé, ñîäåðæàùèõ
êîðíè S1, S2, …, Sn:

a0 (S – S1) · (S – S2) … (S – Sn) = 0. (2)

Åñëè âñå êîðíè õàðàêòåðèñòè÷åñêîãî óðàâíåíèÿ
áóäóò îòðèöàòåëüíû, òî âñå ìíîæèòåëè âûðàæåíèÿ
(2) áóäóò èìåòü âèä:

a0 (S + | a1|) · (S + | a2 |) ... (S + | an |) = 0, (3)

ãäå | ai | — çíà÷åíèÿ êîðíåé.
Ïðîèçâåäÿ óìíîæåíèå â (3), ïîëó÷èì (1), â êîòî-

ðîì âñå êîýôôèöèåíòû áóäóò îïðåäåëÿòüñÿ ïîëî-
æèòåëüíûìè ÷ëåíàìè | ai | âûðàæåíèÿ (3), ò. å. áóäóò
ïîëîæèòåëüíûìè.

Äëÿ ñèñòåì, â êîòîðûõ îäíà èëè äâå ïîäñèñòå-
ìû, íåîáõîäèìîå óñëîâèå óñòîé÷èâîñòè ÿâëÿåòñÿ è
äîñòàòî÷íûì óñëîâèåì. Äëÿ ñèñòåì, â êîòîðûõ òðè
è áîëåå ïîäñèñòåì, óñëîâèå ïîëîæèòåëüíîñòè êîýô-
ôèöèåíòîâ õàðàêòåðèñòè÷åñêîãî óðàâíåíèÿ ÿâëÿåò-
ñÿ íåîáõîäèìûì, íî íåäîñòàòî÷íûì óñëîâèåì.

Äëÿ òîãî ÷òîáû îöåíèòü óñòîé÷èâîñòü ñèñòåìû,
íåîáõîäèìî èñïîëüçîâàòü àëãîðèòì, îñíîâàííûé íà
èññëåäîâàíèÿõ àíãëèéñêîãî ìàòåìàòèêà Ý. Ðàóñà [4].
Äëÿ îöåíêè óñòîé÷èâîñòè ïîñòðîèì òàáëèöó.

Â ïåðâîé ñòðîêå òàáëèöû çàïèñûâàþò â ïîðÿäêå
âîçðàñòàíèÿ èíäåêñîâ êîýôôèöèåíòû õàðàêòåðèñ-
òè÷åñêîãî óðàâíåíèÿ (1), èìåþùèå ÷åòíûé èíäåêñ:
a0, a2, a4, a6, …, âî âòîðîé ñòðîêå — ñ íå÷åòíûì èí-
äåêñîì: a1, a3, a5, … .

Â äàííîì ñëó÷àå ÷èñëî ñòðîê òàáëèöû ðàâíî ñòå-
ïåíè õàðàêòåðèñòè÷åñêîãî óðàâíåíèÿ (1) ïëþñ åäè-
íèöà.
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Òîãäà óñëîâèå óñòîé÷èâîñòè ìîæíî ñôîðìóëè-
ðîâàòü òàê: äëÿ òîãî ÷òîáû ñèñòåìà áûëà óñòîé÷è-
âà, íåîáõîäèìî è äîñòàòî÷íî, ÷òîáû êîýôôèöèåíòû
ïåðâîãî ñòîëáöà òàáëèöû èìåëè îäèí è òîò æå çíàê.

Äàííûé ïðîöåññ ìîæåò áûòü ëåãêî àâòîìàòèçè-
ðîâàí â ñèëó ïðîñòîòû åãî ôîðìàëèçàöèè.

Îöåíèâàòü ðàáîòó ñèñòåìû ñëåäóåò ïðè ìîäåëè-
ðîâàíèè èíôîðìàöèîííîãî âîçäåéñòâèÿ. Ïðåäïî-
ëîæèì, ÷òî â ÀÑÏÂÁ îäíîâðåìåííî çàäåéñòâóþòñÿ
íåñêîëüêî èíôîðìàöèîííûõ êàíàëîâ.

Â ýòîì ñëó÷àå äëÿ ÀÑÏÂÁ, ïîñòðîåííîé ïî äè-

ñêðåòíîìó ïðèíöèïó, âåëè÷èíà ýíòðîïèè Sä îïðå-
äåëÿåòñÿ ïî ôîðìóëå [15]:

S p pi i

i=

n

ä � �� log ,2
1

(4)

ãäå pi — âåðîÿòíîñòü ïîÿâëåíèÿ ñèãíàëà â i-ì êà-
íàëå.
Èçâåñòíî [6], ÷òî â ÀÑÏÂÁ âñåãäà çàäåéñòâîâàí

õîòÿ áû îäèí èíôîðìàöèîííûé êàíàë (íàïðèìåð,
êàíàë ïåðåäà÷è çíà÷åíèÿ äàâëåíèÿ â òåõíîëîãè÷å-
ñêîì îáîðóäîâàíèè). Â ýòîì ñëó÷àå âåðîÿòíîñòü ïî-
ÿâëåíèÿ ñèãíàëà â äàííîì èíôîðìàöèîííîì êàíàëå
ðàâíà åäèíèöå. Åñëè ñèãíàëû â äðóãèõ êàíàëàõ îò-
ñóòñòâóþò, òî, î÷åâèäíî, âåðîÿòíîñòü ïîÿâëåíèÿ ñèã-
íàëîâ â íèõ ðàâíà íóëþ, ò. å. äëÿ çàðàíåå èçâåñòíîãî
èíôîðìàöèîííîãî ñîîáùåíèÿ âûðàæåíèå (4) áóäåò
ñîñòîÿòü èç ñëàãàåìûõ äâóõ âèäîâ: ëèáî 1·log21, ëèáî
0·log20. Ñëàãàåìîå ïåðâîãî âèäà ðàâíî íóëþ, à çíà-
÷èò, lim ( log )

x
x x

�
� �

0 2 0 è, ñëåäîâàòåëüíî, ýíòðîïèÿ çà-
ðàíåå èçâåñòíîãî ñîîáùåíèÿ ðàâíà íóëþ.

Ñëåäóåò îïðåäåëèòü, êàêîå ìàêñèìàëüíîå çíà÷å-
íèå ìîæåò ïðèíèìàòü ñëàãàåìîå –pi log2 pi. Äëÿ ýòî-
ãî ïðîäèôôåðåíöèðóåì óðàâíåíèå (4) è ïðèðàâíÿ-
åì ïðîèçâîäíóþ íóëþ:

( ) ( log )d (dp p pi i i� �2

� � � � �p p p p p ei i i i ilog ( ) log ,2 21 0
(5)

ò. å. pi = 1�e.

Òàê êàê âñå ñëàãàåìûå âûðàæåíèÿ (4) íå ïðåâû-
øàþò çíà÷åíèÿ (1�e) log2 e, òî èç ýòîãî ñëåäóåò, ÷òî
ýíòðîïèÿ ÀÑÏÂÁ åñòü âåëè÷èíà êîíå÷íàÿ ïðè ëþáîì
êîëè÷åñòâå èíôîðìàöèîííûõ ïîäñèñòåì. Î÷åâèäíî,
ïðè òàêîì ðàñïðåäåëåíèè âåðîÿòíîñòåé pi ýíòðîïèÿ
ïðèíèìàåò ìàêñèìàëüíîå çíà÷åíèå, ÷òî êîððåëèðó-
åò ñ ðåçóëüòàòàìè Ý. Ðàóñà.

Òåïåðü âîñïîëüçóåìñÿ ìåòîäîì íåîïðåäåëåííûõ
ìíîæèòåëåé Ëàãðàíæà è íàéäåì ìàêñèìóì ôóíêöèè
â âèäå ôîðìóëû (6), ñîñòàâëåííîé ñ ó÷åòîì äîïîë-

íèòåëüíîãî óñëîâèÿ pi

i

n

�
� �

1

1:

F p p p .i

i

n

i i

i

n

� � �
� �
� �

1
2

1

log � (6)

Äèôôåðåíöèðóÿ (6) ïî pi è ïðèðàâíèâàÿ ïðîèç-
âîäíóþ íóëþ, ïîëó÷àåì óðàâíåíèå (7) èëè (8):

d
d

F

p
p

p
p e

i
i

i
i� � � �

	



�
�

 � �log log ;2 2

1
0� (7)

� � �log log .2 2p ei � (8)

Àíàëèçèðóÿ âûðàæåíèå (6), ìîæíî ñäåëàòü âûâîä,
÷òî âåðîÿòíîñòü pi íå çàâèñèò îò ïåðåìåííîé ñóì-
ìèðîâàíèÿ, ÷òî ìîæåò áûòü òîëüêî â òîì ñëó÷àå, åñëè
âñå âåðîÿòíîñòè ðàâíû ìåæäó ñîáîé: p1 = p2 = … =
= pn = p = 1�n. Ñëåäîâàòåëüíî,

S
n n

n
i

n

ä
max � � �

�
� 1 1

1
2 2log log .

Èçâåñòíî [3], ÷òî ýíòðîïèÿ ñòðåìèòñÿ ê ñâîåìó
ìàêñèìàëüíîìó çíà÷åíèþ. Îñíîâûâàÿñü íà ýòîì, ìîæ-
íî çàêëþ÷èòü, ÷òî ýíòðîïèÿ ñèñòåìû äîñòèãàåò ìàê-
ñèìàëüíîãî çíà÷åíèÿ, êîãäà âåðîÿòíîñòè ïîÿâëåíèÿ
èíôîðìàöèîííûõ ñèãíàëîâ ðàâíû.

Ñëåäóåò îòìåòèòü, ÷òî ôîðìóëà (4) âåðíà â ñè-
òóàöèè, êîãäà çàðàíåå íåèçâåñòíî, êàêîå ñîîáùåíèå
áóäåò ïåðåäàíî â òîò èëè èíîé ìîìåíò âðåìåíè, ò. å.
âûáîð êîíêðåòíîãî ñîîáùåíèÿ äëÿ àäðåñàòà ñëó÷àåí.

Êîýôôèöèåíò ri

Coefficient ri

Ñòðîêà
Row

Ñòîëáåö / Column

1 2 3 4

– 1 a0 = c11 a2 = c21 a4 = c31 …

– 2 a1 = c12 a3 = c22 a5 = c32 …

r3 = a0�a1 3 c13 = a2 – r3a3 c23 = a4 – r4ñ33 c33 = a6 – r3a7 …

r4 = a1�c13 4 c14 = a3 – r4c23 c24 = a5 – r4c33 c34 = a7 – r4c43 …

r5 = c13�c14 5 c15 = c23 – r5c23 c25 = c33 – r5c33 c35 = c43 – r5c43 …

… … … … … …

r
c

ci
i

i

� �

�

1 2

1 1

,

,
i c1, i = c2, i – 2 – ri c2, i – 1 c2, i = c3, i – 2 – ri c3, i – 1 c3, i = c4, i – 2 – ri c4, i – 1 …

Ìàòðèöà êîýôôèöèåíòîâ õàðàêòåðèñòè÷åñêîãî óðàâíåíèÿ

The coefficient matrix of the characteristic equation
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Ïðèìåðîì èñïîëüçîâàíèÿ òàêîé ñèòóàöèè ìîæåò áûòü
ÀÑÏÂÁ, â êîòîðîé çàäåéñòâóþò åäèíûé èíôîðìà-
öèîííûé êàíàë. Ïðè ýòîì èíôîðìàöèîííûå ñèãíà-
ëû ïîñòóïàþò ê àäðåñàòó íåçàâèñèìî äðóã îò äðóãà.

Â ñëó÷àå ñîçäàíèÿ ÀÑÏÂÁ, â êîòîðîé ðÿä ñèãíà-
ëîâ çàâèñèò äðóã îò äðóãà, âåëè÷èíà èíôîðìàöèîí-
íîé ýíòðîïèè îïðåäåëÿåòñÿ ïî çàâèñèìîñòè, îòëè÷-
íîé îò (4).

Òîãäà ñèñòåìó ñèãíàëîâ (X, Y) ðàññìàòðèâàåì êàê
îäèí ñèãíàë, à ìíîæåñòâî ñîñòîÿíèé òàêîãî ñîâîêóï-
íîãî ñèãíàëà ïðåäñòàâèì ñîñòîÿùèìè èç ïàð âèäà
(xi, yj), ãäå i = 1, …, n, j = 1, …, n. Ïðè èçâåñòíûõ
âåðîÿòíîñòÿõ p(xi, yj) ïîÿâëåíèÿ ïàðû (xi, yj) ýíòðî-
ïèÿ ñèñòåìû ñèãíàëîâ (X, Y) îïðåäåëÿåòñÿ âûðàæå-
íèåì

S X Y p x y p x yi j i j

i

n

( , ) ( , ) log ( , ) .� �
�
� 2

1

(9)

Ñîãëàñíî òåîðåìå óìíîæåíèÿ âåðîÿòíîñòåé
èìååì:

p (xi, yj) = p ( yj) p (xi | yj); (10)

p (xi, yj) = p (xi) p ( yj | xi), (11)

ãäå p (xi), p ( yj) — âåðîÿòíîñòè ïîÿâëåíèÿ ñèãíàëîâ
ñîîòâåòñòâåííî x Xi � , y Yj � ;
p (xi | yj) — óñëîâíàÿ âåðîÿòíîñòü ïîÿâëåíèÿ ýëå-
ìåíòà x Xi � ïðè óñëîâèè, ÷òî óæå èìååòñÿ ñèã-
íàë y Yj � ;
p ( yj | xi) — óñëîâíàÿ âåðîÿòíîñòü ïîÿâëåíèÿ ñèã-
íàëà y Yj � ïðè óñëîâèè, ÷òî óæå èìååòñÿ ñèãíàë
x Xi � .
Ïîäñòàâëÿÿ â (9) âûðàæåíèå (10), ïîëó÷àåì ôîð-

ìóëó

S X Y p y p x | yj

j

n

i

n

i j( , ) ( ) ( )� � �
��
��

11

� log [ ( ) ( )].2 p y p x | yj i j

(12)

Ó÷èòûâàÿ, ÷òî log2 (p ( yj) p (xi | yj)) = log2 p ( yj) +
+ log2 p(xi | yj),ïîñëåäíåå âûðàæåíèå çàïèøåì â âèäå:

S X Y p y p y p x | yj j

j

n

i j

i

n

( , ) ( ) log ( ) ( )� � �
� �
� �2

1 1

�
��
�� p y p x | y p x | yj i j

i

n

i j

j

n

( ) ( ) log ( ) .
1

2
1

(13)

Èìåÿ â âèäó, ÷òî p x | yi j

i

n

( ) ,
�
� �

1

1 ïîëó÷àåì âûðà-

æåíèå

S X Y p y p yj j

j

n

( , ) ( ) log ( )� � �
�
� 2

1

�
��
�� p y p x | y p x | yj i j

i

n

i j

j

n

( ) ( ) log ( ) .
1

2
1

(14)

Â ñîîòâåòñòâèè ñ (4) ïåðâàÿ ñóììà (14) ïðåäñòàâ-
ëÿåò ñîáîé ýíòðîïèþ ñèãíàëà Y, à âòîðóþ ñóììó

âòîðîãî ÷ëåíà (14) ìîæíî ðàññìàòðèâàòü êàê ýíòðî-
ïèþ ñèãíàëà X ïðè óñëîâèè, ÷òî âòîðîé ñèãíàë Y

ïîëó÷èë êîíêðåòíîå çíà÷åíèå Yi. Ýòó óñëîâíóþ ýíò-
ðîïèþ îòíîñèòåëüíî ýëåìåíòà Yi ìîæíî íàçâàòü ÷à-
ñòíîé óñëîâíîé ýíòðîïèåé, êîòîðóþ îáîçíà÷èì êàê
S (X | yj).

Àíàëîãè÷íîå âûðàæåíèå ìîæíî ïîëó÷èòü è äëÿ
S (Y | xi).

Ñëåäóåò ïîêàçàòü, â êàêèõ ïðåäåëàõ ìîæåò èçìå-
íÿòüñÿ ýíòðîïèÿ îáúåäèíåíèÿ äâóõ èíôîðìàöèîííûõ
ñèãíàëîâ — X è Y. Âûðàæåíèå äëÿ óñëîâíîé ýíòðî-
ïèè áóäåò èìåòü âèä:

S X Y p y p x | y p x | yj

j

n

i

n

i j i j( | ) ( ) ( ) log ( ).� �
��
��

11
2 (15)

Èçâåñòíî [9], ÷òî äëÿ íåçàâèñèìûõ ñëó÷àéíûõ
ñîáûòèé óñëîâíûå âåðîÿòíîñòè ðàâíû áåçóñëîâíûì.
Åñëè ïðåäïîëîæèòü, ÷òî ñîñòàâëÿþùèå X è Y ñèãíà-
ëà (X, Y) íåçàâèñèìû, òî â âûðàæåíèè (14) âîçìîæ-
íà çàìåíà p (xi | yj) = p (xi), è òîãäà îíî ìîæåò áûòü
ïðåîáðàçîâàíî ê âèäó:

S X Y p x p x p yi i

i

n

j

j

n

( | ) ( ) log ( ) ( ) .� �
� �
� �2

1 1

(16)

Ó÷èòûâàÿ, ÷òî p yj

j

n

( ) ,
�
� �

1

1 èìååì âûðàæåíèå

S X Y p x p x S Xi i

i

n

( | ) ( ) log ( ) ( ) .� � �
�
� 2

1

(17)

Èíûìè ñëîâàìè, óñëîâíàÿ ýíòðîïèÿ ïðè íåçàâè-
ñèìûõ ñèãíàëàõ ðàâíà áåçóñëîâíîé ýíòðîïèè, ÷òî
ïðèâîäèò ê òîìó, ÷òî S(X, Y) = S(X) + S(Y).

Äëÿ ñëó÷àÿ, êîãäà èíôîðìàöèîííûå ñèãíàëû X

è Y ïîëíîñòüþ çàâèñèìû, çíà÷åíèÿ ýíòðîïèé ñèñòå-
ìû áóäóò îïðåäåëÿòüñÿ ñëåäóþùèì îáðàçîì.

Ïóñòü ñèãíàë Õ ïðèíÿë çíà÷åíèå xl, à ñèãíàë Y —
çíà÷åíèå yk. Â ýòîì ñëó÷àå óñëîâíàÿ âåðîÿòíîñòü
p (yk | xl) = 1, à âñå îñòàëüíûå ïðèíèìàþò íóëåâîå
çíà÷åíèå. Òîãäà â ôîðìóëó (15) áóäóò âõîäèòü ñëà-
ãàåìûå âèäà ëèáî p(xi)·1·log21, ëèáî p(xi)·0·log20.
Â ëþáîì ñëó÷àå ýòè ñëàãàåìûå ðàâíû íóëþ, ïîýòîìó
S X Y( | ) .� 0

Ðåçóëüòàòû è èõ îáñóæäåíèå

Â ðåçóëüòàòå èññëåäîâàíèé ïîëó÷åíà ôîðìóëà (14),
ïîçâîëÿþùàÿ îöåíèâàòü âåëè÷èíó èíôîðìàöèîííîé
ýíòðîïèè äëÿ îöåíêè íàäåæíîñòè ôóíêöèîíèðîâà-
íèÿ êàíàëîâ ïåðåäà÷è èíôîðìàöèè.

Òåíäåíöèåé íàñòîÿùåãî âðåìåíè, ñâÿçàííîé ñ
óìåíüøåíèåì ôèíàíñîâûõ çàòðàò íà ÀÑÓÒÏ, ÿâëÿ-
åòñÿ ñîçäàíèå íà åäèíîé ïðîãðàììíî-àïïàðàòíîé
áàçå àâòîìàòèçèðîâàííûõ ñèñòåì ðàçëè÷íîãî òåõíî-
ëîãè÷åñêîãî íàçíà÷åíèÿ. Îäíàêî â äàííîì ñëó÷àå
íåîáõîäèìî ðàçáèðàòüñÿ â ïðîòèâîðå÷èÿõ, êîòîðûå
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ìîãóò âîçíèêàòü â ÷àñòè ôîðìóëèðîâàíèÿ òðåáîâà-
íèé ê òàêòîâîé ÷àñòîòå ïðîöåññîðà è òàêòîâîé ÷àñ-
òîòå ñèñòåìíîé ìàãèñòðàëè ïåðåäà÷è äàííûõ (ñèñ-
òåìíàÿ øèíà).

Çàâèñèìîñòü (14) äîëæíà ó÷èòûâàòüñÿ ïðîåêòè-
ðîâùèêàìè ÀÑÓÒÏ ïðîìûøëåííûõ ïðåäïðèÿòèé
ïðè ðàñ÷åòå êîëè÷åñòâà êàíàëîâ ïåðåäà÷è èíôîðìà-
öèè â èíòåãðèðîâàííûõ ñèñòåìàõ.

Ïîâûøåíèå íàäåæíîñòè ìîæåò áûòü äîñòèãíó-
òî çà ñ÷åò ñîçäàíèÿ äîïîëíèòåëüíûõ êàíàëîâ ïåðå-
äà÷è èíôîðìàöèè, êîòîðûå íå çàäåéñòâóþòñÿ â íîð-
ìàëüíûõ óñëîâèÿõ. Îäíàêî, åñëè âîçíèêàåò ñèãíàë
òðåâîãè, èäóùèé îò äàò÷èêîâ èçáûòî÷íîãî äàâëåíèÿ,
äàííûå êàíàëû áóäóò çàäåéñòâîâàíû, ÷òî íå ïîçâî-
ëèò äîïóñòèòü îòêàç ÀÑÏÂÁ â óñëîâèÿõ ÷ðåçâû÷àé-
íîé ñèòóàöèè, îáóñëîâëåííîé âçðûâàìè íà ïðîìûø-
ëåííîì ïðåäïðèÿòèè.

Âûâîäû

Òàêèì îáðàçîì, ïðåäñòàâëåííûå ðåçóëüòàòû ïî
îïðåäåëåíèþ ýíòðîïèé êàíàëîâ ïåðåäà÷è èíôîðìà-
öèè ÀÑÏÂÁ, ïîçâîëÿþò êîëè÷åñòâåííî îïðåäåëèòü
äàííûå ïàðàìåòðû, ÷òî, â ñâîþ î÷åðåäü, äàåò âîç-
ìîæíîñòü îöåíèòü óñòîé÷èâîñòü ôóíêöèîíèðîâàíèÿ
äàííîé ñèñòåìû [1].

Ðåçóëüòàòû íàñòîÿùåé ðàáîòû ñëåäóåò èñïîëüçî-
âàòü ïðè ïðîåêòèðîâàíèè èíôîðìàöèîííûõ êàíàëîâ
ÀÑÏÂÁ íà åäèíîé ìèêðîïðîöåññîðíîé àïïàðàòíîé
áàçå â öåëÿõ íåäîïóùåíèÿ ïðåâûøåíèÿ êðèòè÷å-
ñêîãî çíà÷åíèÿ ýíòðîïèè ñèñòåìû.

Äàííûé ïîäõîä ïîçâîëèò ïîâûñèòü íàäåæíîñòü
ôóíêöèîíèðîâàíèÿ ÀÑÏÂÁ, îñîáåííî â óñëîâèÿõ
âîçìîæíûõ äåñòàáèëèçèðóþùèõ âîçäåéñòâèé, ïðè
êîòîðûõ îáúåì èíôîðìàöèè â ñèñòåìå ìîæåò ðåçêî
âîçðàñòàòü.
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ABSTRACT

In the conditions of the modern economic growth, the urgency of the reliable functioning of the computer-
aided system of industrial enterprises, which are critical for the Russian economy, is growing.

The computer-aided fire-explosion safety systems now play a key role in the structure of computer-
aided system. At the same time, they are a superfast system that can detect overpressure of explosive
process units within 0.1 microseconds. In this case, it is possible to carry out a real-time pressure relief
to protect the technological equipment from destruction and the personnel of the enterprise from
destruction.

Computer-aided fire-explosion safety systems are part of computer-aided systems of tech-
nological processes. Value of operating frequency of system bus of these systems is approximately
100 MHz. So, sustainability assessment function of information transfer channel is important scien-
tific and technical problem.

There is mathematical model of assessment of the stability of information transfer channels in
the article. This model is based on scientific, theoretical and mathematical models of E. Rouse and on
entropy methods of A. Wilson.

Simulation was carried out of reliability of information transfer channels for various options for
building these systems. It is shown that an integrated approach based on the use of a single hardware/
software platform of a microprocessor platform can be used to optimize the single of creating an ASP.

Potential destabilizing effects have a negative impact on the sustainability of the work of ASIA.
Under these conditions, the amount of information sharply increases in the system. And the model of
estimating the entropy will allow the reliability of the automated system as a whole to depend.

Keywords: computer-aided process control systems; system data line; computer-aided fire-explo-
sion safety systems; stability and reliability of technical systems; entropy of technical system; entropy
evaluation model of sustainability.



ÏÎÆÀÐÎÂÇÐÛÂÎÁÅÇÎÏÀÑÍÎÑÒÜ / FIRE AND EXPLOSION SAFETY 2017 ÒÎÌ 26 ¹ 1120

ÌÀÒÅÌÀÒÈ×ÅÑÊÎÅ ÌÎÄÅËÈÐÎÂÀÍÈÅ, ×ÈÑËÅÍÍÛÅ ÌÅÒÎÄÛ È ÊÎÌÏËÅÊÑÛ ÏÐÎÃÐÀÌÌ

REFERENSES

1. Butuzov S. Yu. An entropy method for determining the efficiency of the functioning of information
channels of automated integrated security systems for industrial enterprises. Vestnik Akademii Gosu-

darstvennoy protivopozharnoy sluzhby MChS Rossii / Bulletin of State Fire Academy of Emercom of

Russia, 2005, no. 4, pp. 6–9 (in Russian).
2. Borodin I. F., Kirilin N. I. Osnovy avtomatiki i avtomatizatsii proizvodstvennykh protsessov [Funda-

mentals of automation and automation of production processes]. Moscow, Koloss Publ., 1977. 328 p.
(in Russian).

3. Wilson A. G. Entropy in urban and regional modelling. London, Pion Limited, 1970 (Russ. ed.: Wilson A. G.
Entropiynyye metody modelirovaniya slozhnykh sistem. Moscow, Nauka Publ., 1978. 248 p.).

4. Kulikovskiy L. F., Motov V. V. Teoreticheskiye osnovy informatsionnykh protsessov [Theoretical basis
of information processes]. Moscow, Vysshaya shkola Publ., 1987. 248 p. (in Russian).

5. Topolskiy N. G. Avtomatizatsiya sistem pozharnoy bezopasnosti AES [Automation of fire safety sys-
tems of nuclear power plants]. Moscow, High Engineering Fire Technical School of Ministry of the In-
ternal Affairs of Russia Publ., 1994. 200 p. (in Russian).

6. Topolskiy N. G. Osnovy avtomatizirovannykh sistem pozharovzryvobezopasnosti obyektov [Basics of
automated fire and explosion safety systems]. Moscow, Fire Safety Institute of the Ministry of Internal
Affairs of Russia Publ., 1997. 164 p. (in Russian).

7. Efimov M. V. Teoriya avtomaticheskogo upravleniya [Theory of automatic control]. Moscow, MGUP
Publ., 2006. 420 p. (in Russian).

8. Rosenbrok H. H. Computer-aided control system design. London, Academic Press, 1974. 230 p.
9. Venttsel E. S. Teoriya veroyatnostey [Probability theory]. Moscow, KnoRus Publ., 2010. 664 p. (in Rus-

sian).
10. Yurkevich E. V., Azarenkova N. V., Dolkart V. M. Methodology of entropy regulation in corporate in-

formation systems. Voprosy elektromekhaniki. Trudy VNIIEM / Electromechanical Matters. VNIIEM

Studies, 2013, vol. 133, no. 2, pp. 39–48 (in Russian).
11. Voronov A. A. Osnovy teorii avtomaticheskogo upravleniya: Avtomaticheskoye regulirovaniye nepre-

ryvnykh lineynykh sistem [Fundamentals of the theory of automatic control: Automatic control of conti-
nuous linear systems]. Moscow, Energiya Publ., 1980. 312 p. (in Russian).

12. Aroca R. A., Tomkins A., Doi Y., Yamamoto T., Voinigescu S. P. Circuit performance characterization
of digital 45-nm CMOS technology for applications around 110 GHz. In: IEEE Symposium on VLSI

Circuits, 2008, pp. 162–163. DOI: 10.1109/VLSIC.2008.4585991.
13. Siljak D. Analyses and syntheses of feedback of control systems in parameters plane. IEEE Journal of

Oceanic Engineering, 2017, vol. 42, pp. 253–262.
14. Butuzov S. Yu. Modeling of automated information-control systems of integral safety of high-risk objects.

Tekhnologii tekhnosfernoy bezopasnosti / Technology of Technosphere Safety, 2007, issue 2(12). 9 p.
(in Russian). Available at: http://agps-2006.narod.ru/ttb/2007-2/13-02-07.ttb.pdf (Accessed 30 August
2017).

15. Shannon C. Raboty po teorii informatsii i kibernetike [Works on information theory and cybernetics].
Moscow, Inostrannaya literatura Publ., 1963. 832 p. (in Russian).

For citation: Butuzov S. Yu., Pranov B. M., Prus Yu. V., Semikov V. L., Yakovlev O. V. Stability eva-
luation model of computer-aided fire-explosion safety systems. Pozharovzryvobezopasnost / Fire and

Explosion Safety, 2017, vol. 26, no. 11, pp. 14–20 (in Russian). DOI: 10.18322/PVB.2017.26.11.14-20.


