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ÌÅÒÎÄÛ ÂÇÐÛÂÎÇÀÙÈÒÛ ÁÀÍÊÎÂÑÊÈÕ
ÓÑÒÐÎÉÑÒÂ ÑÀÌÎÎÁÑËÓÆÈÂÀÍÈß
ÏÐÈ ÏÐÅÑÒÓÏÍÛÕ ÏÎÑßÃÀÒÅËÜÑÒÂÀÕ

Ðàññìîòðåíû àêòóàëüíîñòü è ñîâðåìåííîå ñîñòîÿíèå çàùèòû áàíêîìàòîâ è äðóãèõ õðàíèëèù
öåííîñòåé îò êðèìèíàëüíûõ ïîñÿãàòåëüñòâ, ñâÿçàííûõ ñ ïîæàðîì è âçðûâîì. Ïðåäñòàâëåíû ðå-
çóëüòàòû ýêñïåðèìåíòàëüíûõ èññëåäîâàíèé ïðîöåññîâ, âîçíèêàþùèõ ïðè âçëîìå áàíêîìàòîâ è
ïëàòåæíûõ òåðìèíàëîâ ðàçëè÷íûõ ïðîèçâîäèòåëåé è êëàññîâ ñ ïîìîùüþ ãàçîâîãî (êèñëîðîäíî-
àöåòèëåíîâîãî) ðåçàêà. Îïðåäåëåíû èíôîðìàöèîííûå õàðàêòåðèñòèêè ñèãíàëîâ, ïðèãîäíûå
äëÿ èñïîëüçîâàíèÿ â ðàçðàáàòûâàåìûõ èçâåùàòåëÿõ. Ðàññìîòðåíû ðåçóëüòàòû ñðàâíèòåëüíûõ
èñïûòàíèé îïûòíûõ îáðàçöîâ ïåðñïåêòèâíûõ àâòîìàòè÷åñêèõ ñèñòåì çàùèòû áàíêîìàòîâ îò
âçðûâà. Äàí àíàëèç íîðìàòèâíî-ìåòîäè÷åñêîãî îáåñïå÷åíèÿ ðåøåíèÿ ðàññìàòðèâàåìîé ïðîá-
ëåìû â Ðîññèè.
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Â íàñòîÿùåå âðåìÿ àêòèâíî ïðîâîäÿòñÿ ðàáîòû ïî

ñîçäàíèþ ñïåöèàëüíûõ èíæåíåðíî-òåõíè÷åñêèõ

ñðåäñòâ, ïðåäíàçíà÷åííûõ äëÿ çàùèòû áàíêîìàòîâ,

ïëàòåæíûõ òåðìèíàëîâ è äðóãèõ õðàíèëèù öåííî-

ñòåé îò êðèìèíàëüíûõ ïîñÿãàòåëüñòâ, ïðè êîòîðûõ

èñïîëüçóþòñÿ ñïåöèàëüíûå ýëåêòðîèíñòðóìåíòû,

ãàçîðåæóùèå àïïàðàòû, ñàìîäåëüíûå âçðûâíûå

óñòðîéñòâà. Ñòàòèñòèêà ïîêàçûâàåò, ÷òî â Ðîññèè ñëó-

÷àè âçðûâà áàíêîìàòîâ ïðîèñõîäÿò âñå ÷àùå, ïðè÷åì

íå òîëüêî â êðóïíûõ ãîðîäàõ, íî è â íåáîëüøèõ óäà-

ëåííûõ ñåëüñêèõ ïîñåëåíèÿõ [1].

Äàííàÿ ïðîáëåìà ñóùåñòâóåò, êîíå÷íî, íå òîëü-

êî â Ðîññèè. Ïî ÷èñëó ñëó÷àåâ âçëîìà áàíêîìàòîâ

ïîñðåäñòâîì âçðûâà èõ ñåéôîâûõ îòñåêîâ ñ íàëè÷-

íûìè äåíüãàìè ëèäèðóþò Èòàëèÿ, Áðàçèëèÿ, Àðãåí-

òèíà è ñòðåìèòåëüíî ïðèáëèæàåòñÿ ê íèì Óêðàèíà

[2, 3]. Ñëåäóåò îòìåòèòü, ÷òî ïîäîáíûå ïðåñòóïëå-

íèÿ íåðåäêî ñîïðîâîæäàþòñÿ íå òîëüêî âçðûâàìè,

íî è ïîäæîãàìè, êîòîðûå ïðèâîäÿò ê ïîâðåæäåíèþ

è ðàçðóøåíèþ êàê ñàìèõ áàíêîâñêèõ òåðìèíàëîâ,

òàê è ïîìåùåíèé, â êîòîðûõ îíè óñòàíîâëåíû [4–6].

Ñåãîäíÿ îñíîâíûì ñïîñîáîì âçðûâîçàùèòû áàí-

êîìàòà ÿâëÿåòñÿ åãî òåõíè÷åñêîå óêðåïëåíèå, ÷òî

ïîçâîëèò îáåñïå÷èòü ïîâûøåíèå åãî óñòîé÷èâîñòè

ê âñêðûòèþ ïîñëå âçðûâà. Ïðåäëàãàåòñÿ èñïîëüçî-

âàòü áàíêîìàòû, ó êîòîðûõ íèæíèé êàáèíåò (ñåéô)

ñîîòâåòñòâóåò êëàññó óñòîé÷èâîñòè ê âçëîìó íå íè-

æå II ïî ÃÎÑÒ Ð 50862–2012 è èìååò ìàðêèðîâêó

“EX” ïî EN 1143-1:2012. Ðàññìàòðèâàåòñÿ ïðèìå-

íåíèå óñèëèâàþùèõ ýëåìåíòîâ êîíñòðóêöèè äâåðè

è çàïèðàþùèõ ìåõàíèçìîâ ñåéôà áàíêîìàòà äëÿ

ïðîòèâîäåéñòâèÿ âñêðûòèþ ñåéôà ïîä âîçäåéñòâè-

åì âçðûâíîé âîëíû, à òàêæå èñïîëüçîâàíèå ðåøåò-

÷àòîé êîíñòðóêöèè âìåñòî ñïëîøíîé äâåðè ñåéôà

áàíêîìàòà [7].

Äàííûå ïðåäëîæåíèÿ ïîêà òîëüêî îçâó÷èâàþò-

ñÿ, èõ ðåçóëüòàòèâíîñòü ýêñïåðèìåíòàëüíî íå ïîä-

òâåðæäåíà. Êðîìå òîãî, ñëåäóåò èìåòü â âèäó, ÷òî

ðåàëèçàöèÿ ïîäîáíûõ ìåð ìîæåò ñîçäàòü ïðîáëåìû

ãðàæäàíñêî-ïðàâîâîãî õàðàêòåðà, ïîñêîëüêó êðåäèò-

íàÿ îðãàíèçàöèÿ, ÿâëÿþùàÿñÿ âëàäåëüöåì (ïîëüçî-

âàòåëåì) áàíêîìàòà, íå èìååò ïðàâà ñàìîñòîÿòåëüíî
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çàíèìàòüñÿ åãî “äîðàáîòêîé” èëè çàêàçûâàòü òàêèå

ðàáîòû â êàêîé-ëèáî ñòîðîííåé îðãàíèçàöèè, òàê

êàê ëþáûå èçìåíåíèÿ â êîíñòðóêöèè áàíêîìàòà áó-

äóò ÿâëÿòüñÿ íàðóøåíèåì òðåáîâàíèé, çàëîæåííûõ

â åãî ýêñïëóàòàöèîííîé äîêóìåíòàöèè, ñåðòèôèêà-

òå ñîîòâåòñòâèÿ, à òàêæå óñëîâèé äîãîâîðà ñòðàõî-

âàíèÿ (åñëè áàíêîìàò áûë çàñòðàõîâàí) è ò. ï.

Òàêèì îáðàçîì, ïðåäëàãàåìûå â íàñòîÿùåå âðå-

ìÿ ðàçëè÷íûìè îðãàíèçàöèÿìè è ýêñïåðòíûìè ñî-

îáùåñòâàìè ðåøåíèÿ ïî ìåõàíè÷åñêîé çàùèòå áàí-

êîìàòîâ îò âçëîìà, îñóùåñòâëÿåìîãî ïîñðåäñòâîì

âçðûâà ãàçà, íå ÿâëÿþòñÿ äîñòàòî÷íî ýôôåêòèâíû-

ìè è íå îáåñïå÷èâàþò ïîëíîöåííîé çàùèòû áàíêî-

ìàòîâ îò òàêèõ êðèìèíàëüíûõ óãðîç.

Â ñâÿçè ñ ýòèì ñïåöèàëèñòû Íàó÷íî-èññëåäîâà-

òåëüñêîãî öåíòðà “Îõðàíà” (ÍÈÖ ”Îõðàíà”) ÌÂÄ

Ðîññèè è Àêàäåìèè ÃÏÑ Ì×Ñ Ðîññèè ñîâìåñòíî ñ

âåäóùèìè ïðåäïðèÿòèÿìè-ïðîèçâîäèòåëÿìè òåõíè-

÷åñêèõ ñðåäñòâ áåçîïàñíîñòè è ñïåöèàëèñòàìè ïî

áåçîïàñíîñòè êðóïíåéøèõ ðîññèéñêèõ áàíêîâ îñó-

ùåñòâëÿþò ïîèñê è èññëåäîâàíèå òåõíè÷åñêèõ ðå-

øåíèé, êîòîðûå, ñ îäíîé ñòîðîíû, ñìîãóò îáåñïå÷èòü

íàäåæíóþ êîìïëåêñíóþ çàùèòó áàíêîìàòîâ îò âñåõ

âîçìîæíûõ âèäîâ êðèìèíàëüíûõ óãðîç, à ñ äðóãîé

— áóäóò óñòðàèâàòü ïîòðåáèòåëåé ïî ñâîèì ôóíê-

öèîíàëüíûì âîçìîæíîñòÿì, òåõíè÷åñêèì ïàðàìåò-

ðàì è öåíîâûì ïîêàçàòåëÿì.

Îäíèì èç íàïðàâëåíèé îáåñïå÷åíèÿ áåçîïàñíî-

ñòè õðàíèëèù öåííîñòåé ÿâëÿåòñÿ ïîâûøåíèå ýô-

ôåêòèâíîñòè óñòðîéñòâ îáíàðóæåíèÿ è ñèãíàëèçà-

öèè î ïðîòèâîïðàâíûõ äåéñòâèÿõ íàðóøèòåëåé íà

èõ ðàííåé ñòàäèè ñ öåëüþ ïðèíÿòèÿ ìåð îïåðàòèâ-

íîãî ðåàãèðîâàíèÿ [8, 9].

Äëÿ ïîëó÷åíèÿ íåîáõîäèìûõ èíôîðìàöèîííûõ

äàííûõ áûëè ïðîâåäåíû ýêñïåðèìåíòàëüíûå èññëå-

äîâàíèÿ ïðîöåññîâ è ñèãíàëîâ, âîçíèêàþùèõ ïðè

âçëîìå áàíêîìàòîâ è ïëàòåæíûõ òåðìèíàëîâ ðàçëè÷-

íûõ ïðîèçâîäèòåëåé è êëàññîâ [10]. Â ïðîöåññå èñ-

ñëåäîâàíèé áûëè ôèçè÷åñêè ñìîäåëèðîâàíû íàèáî-

ëåå ðàñïðîñòðàíåííûå âèäû êðèìèíàëüíûõ âîçäåé-

ñòâèé íà ñåéôû áàíêîìàòîâ è ïëàòåæíûõ òåðìèíàëîâ;

ïðîâåäåíà çàïèñü, îáðàáîòêà è àíàëèç ðàçëè÷íûõ

âèäîâ ñèãíàëîâ, âîçíèêàþùèõ ïðè òàêèõ âîçäåéñò-

âèÿõ; èññëåäîâàíû è ñèñòåìàòèçèðîâàíû èíôîðìà-

öèîííûå ïðèçíàêè ðàçðóøàþùèõ âîçäåéñòâèé.

Îäíîâðåìåííî ñ ýòèì ïðîâîäèëèñü èçìåðåíèÿ,

çàïèñü, àìïëèòóäíî-âðåìåííîé è ñïåêòðàëüíûé àíà-

ëèçû âèáðîàêóñòè÷åñêèõ ñèãíàëîâ, âîçíèêàþùèõ

ïðè íàíåñåíèè ðàçðóøàþùèõ âîçäåéñòâèé, à òàêæå

ñèãíàëîâ ïðè øòàòíîé ðàáîòå ìåõàíèçìîâ áàíêîìà-

òîâ è ïëàòåæíûõ òåðìèíàëîâ, ïðè îñóùåñòâëåíèè

áàíêîâñêèõ îïåðàöèé, çàãðóçêå, âûãðóçêå è òåõíè-

÷åñêîì îáñëóæèâàíèè.

Êàê âèäíî èç ñïåêòðàëüíîé õàðàêòåðèñòèêè ñèã-

íàëà, âîçíèêàþùåãî ïðè ðàçðóøåíèè ñåéôà áàíêî-

ìàòà ãàçîâûì (êèñëîðîäíî-àöåòèëåíîâûì) ðåçàêîì

(ðèñ. 1), íàèáîëåå èíòåíñèâíûé õàðàêòåð êîëåáàíèé

íàáëþäàåòñÿ â äèàïàçîíå ÷àñòîò îò 3,5 äî 11,0 êÃö.

Â ïðîöåññå íàíåñåíèÿ ðàçðóøàþùåãî âîçäåéñò-

âèÿ íà áàíêîìàò ñ ïîìîùüþ ãàçîðåæóùåãî îáîðóäî-

âàíèÿ áûëî òàêæå ïðîâåäåíî èçìåðåíèå òåìïåðàòó-

ðû âîçäóõà âíóòðè ñåéôîâîãî îòñåêà (íèæíåãî êàáè-

íåòà) áàíêîìàòà (ðèñ. 2).

Êàê âèäíî èç ãðàôèêà èçìåíåíèÿ òåìïåðàòóðû,

èíòåðâàë âðåìåíè îò íà÷àëà âîçäåéñòâèÿ äî ìîìåí-

òà ñêâîçíîãî ïðîæèãàíèÿ êîðïóñà ñåéôîâîãî îòñåêà

áàíêîìàòà ñîñòàâëÿåò ïðèìåðíî 25 ñ. Â òå÷åíèå ýòî-

ãî ïåðèîäà òåìïåðàòóðà âîçäóõà, çàôèêñèðîâàííàÿ äî

ìîìåíòà âîçäåéñòâèÿ íà óðîâíå 21 °Ñ, îñòàåòñÿ ïðàê-

òè÷åñêè íåèçìåííîé. Ïîñëå ïðîæèãàíèÿ ñêâîçíîãî

îòâåðñòèÿ, íà÷èíàÿ ñ ìîìåíòà âðåìåíè t1 = 27 ñ, ïðè

êîòîðîì òåìïåðàòóðà âîçäóõà âíóòðè áàíêîìàòà

áûëà çàôèêñèðîâàíà íà óðîâíå Ò1 = 21 °Ñ, íàáëþäà-

åòñÿ åå áûñòðûé ðîñò. Ñðåäíÿÿ ñêîðîñòü åå íàðàñòà-

íèÿ ïðè ñêâîçíîì òåðìè÷åñêîì ðàçðóøåíèè êîðïó-

ñà áàíêîìàòà ñîñòàâëÿåò V(t) = 123 °Ñ�ìèí.

Ýòîò ðåçóëüòàò ýêñïåðèìåíòàëüíûõ èññëåäîâà-

íèé äàåò îñíîâàíèå ïîëàãàòü, ÷òî, èñïîëüçóÿ äèôôå-

ðåíöèàëüíûé èëè ìàêñèìàëüíî-äèôôåðåíöèàëüíûé

ïðèíöèï îáíàðóæåíèÿ èçìåíåíèÿ òåìïåðàòóðû îêðó-

æàþùåé ñðåäû, ìîæíî çàôèêñèðîâàòü òåðìè÷åñêîå

Ðèñ. 1. Ñïåêòðàëüíàÿ õàðàêòåðèñòèêà ñèãíàëà, âîçíèêàþùå-

ãî ïðè âñêðûòèè áàíêîìàòà ñ ïîìîùüþ ãàçîâîãî ðåçàêà

Ðèñ. 2. Èçìåíåíèå òåìïåðàòóðû âîçäóõà âíóòðè ñåéôîâîãî

îòñåêà áàíêîìàòà ïðè âñêðûòèè åãî ãàçîâûì ðåçàêîì
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âîçäåéñòâèå íà áàíêîìàò ñ ïîìîùüþ ãàçîðåæóùåãî

îáîðóäîâàíèÿ.

Ïîëó÷åííûå ýêñïåðèìåíòàëüíûå äàííûå áûëè

èñïîëüçîâàíû ïðè ðàçðàáîòêå îõðàííîãî èçâåùàòå-

ëÿ “Øîðîõ-3”, êîòîðûé â íàñòîÿùåå âðåìÿ ïðèíÿò

íà âîîðóæåíèå ïîäðàçäåëåíèÿìè âíåâåäîìñòâåííîé

îõðàíû ïîëèöèè è èñïîëüçóåòñÿ â èõ ñëóæåáíîé äå-

ÿòåëüíîñòè äëÿ çàùèòû áàíêîâñêèõ óñòðîéñòâ ñàìî-

îáñëóæèâàíèÿ îò âçëîìà è íåñàíêöèîíèðîâàííîãî

ïåðåìåùåíèÿ (èëè êðàæè áàíêîìàòîâ öåëèêîì).

Äðóãèì íàïðàâëåíèåì îáåñïå÷åíèÿ áåçîïàñíî-

ñòè áàíêîìàòîâ ÿâëÿåòñÿ ñîçäàíèå êîìïëåêñíûõ

óñòðîéñòâ, âêëþ÷àÿ ñðåäñòâà îáíàðóæåíèÿ çàãàçî-

âàííîñòè è âçðûâîçàùèòû.

Ïðàêòè÷åñêè âàæíûå äàííûå áûëè ïîëó÷åíû â

ðåçóëüòàòå ïðîâåäåííûõ â àâãóñòå 2016 ã. ñðàâíè-

òåëüíûõ èñïûòàíèé îïûòíûõ îáðàçöîâ ïåðñïåêòèâ-

íûõ àâòîìàòè÷åñêèõ ñèñòåì çàùèòû áàíêîìàòîâ îò

âçðûâà (ðèñ. 3).

Ïðåäñòàâëåííûå íà èñïûòàíèÿ ñèñòåìû âêëþ-

÷àëè â ñåáÿ ñðåäñòâà îáíàðóæåíèÿ çàäàííîé êîíöåíò-

ðàöèè âçðûâîîïàñíîãî ãàçà (ãàçîâûå ñèãíàëèçàòîðû)

è óñòðîéñòâà íåéòðàëèçàöèè (ôëåãìàòèçàöèè) âçðû-

âîîïàñíîé ñìåñè äëÿ ïðåäîòâðàùåíèÿ îáðàçîâàíèÿ

âçðûâà ïðè ïîïûòêå åãî ñïðîâîöèðîâàòü. Óïðàâëåíèå

óñòðîéñòâîì ïðåäîòâðàùåíèÿ âçðûâà îñóùåñòâëÿ-

ëîñü ãàçîâûì ñèãíàëèçàòîðîì â àâòîìàòè÷åñêîì ðå-

æèìå ïðè äîñòèæåíèè óñòàíîâëåííîãî ïîðîãîâîãî

çíà÷åíèÿ êîíöåíòðàöèè âçðûâîîïàñíîé ñìåñè.

Êàê ïîêàçàëè èñïûòàíèÿ, áëîê îáðàáîòêè ñèãíà-

ëîâ è ÷óâñòâèòåëüíûå ýëåìåíòû òàêîãî ñèãíàëèçà-

òîðà ìîãóò áûòü âûïîëíåíû êàê â îäíîì êîíñòðóê-

òèâíîì ìîäóëå, òàê è â íåñêîëüêèõ îòäåëüíûõ áëîêàõ,

ñîåäèíåííûõ ëèíèåé ñâÿçè. Ïðè ýòîì âñå ñîñòàâíûå

÷àñòè ñèñòåìû óñòàíàâëèâàþòñÿ â íèæíåì, õîðîøî

çàùèùåííîì êàáèíåòå áàíêîìàòà.

Ïðîøåäøèå èñïûòàíèÿ îïûòíûõ îáðàçöîâ ñèñòåì

ïîêàçàëè ïðàêòè÷åñêóþ âîçìîæíîñòü ïðîòèâîäåéñò-

âèÿ âçðûâó íàèáîëåå ÷àñòî ïðèìåíÿåìîãî ïðåñòóï-

íèêàìè ãàçà — ïðîïàíà [11]. Ïðè ýòîì êàæäîå èç ïðåä-

ñòàâëåííûõ äëÿ èñïûòàíèé òåõíè÷åñêèõ ðåøåíèé

îáëàäàëî ñâîèìè äîñòîèíñòâàìè è íåäîñòàòêàìè.

Ãëàâíûì ïðàêòè÷åñêèì ïðåèìóùåñòâîì òàêèõ

ñèñòåì ÿâëÿåòñÿ òî, ÷òî îíè íå òîëüêî îáåñïå÷èâàþò

ñîõðàííîñòü äåíåæíûõ ñðåäñòâ, íàõîäÿùèõñÿ â íèæ-

íåì êàáèíåòå (ñåéôå) áàíêîìàòà, íî è ìèíèìèçèðó-

þò ïîâðåæäåíèÿ, íàíîñèìûå ïðè âçðûâå áàíêîìàòà,

êîòîðûé ïðè ýòîì, êàê ïðàâèëî, ïðàêòè÷åñêè ïîëíî-

ñòüþ âûõîäèò èç ñòðîÿ. Èíåðòíûå ãàçû, ïðèìåíÿ-

åìûå äëÿ ïðîòèâîäåéñòâèÿ âçðûâó, ïîêàçàëè âûñî-

êóþ ýôôåêòèâíîñòü â çàùèòå áàíêîìàòà ïðè ïîïûò-

êå åãî ïîäðûâà (ò. å. óæå â ìîìåíò ââåäåíèÿ â îáúåì

áàíêîìàòà äîñòàòî÷íîãî äëÿ âçðûâà êîëè÷åñòâà ïðî-

ïàíà). Ïðåäñòàâëåííûå íà èñïûòàíèÿ ñèñòåìû ïî-

êàçàëè ñïîñîáíîñòü îáåñïå÷èòü çàùèòó è îò ïîâòîð-

íûõ ïîïûòîê ïîäðûâà äî ìîìåíòà ïðèáûòèÿ ñèë ðå-

àãèðîâàíèÿ. Ýòî îáóñëîâëåíî çíà÷èòåëüíûì âðåìå-

íåì åñòåñòâåííîãî ïðîâåòðèâàíèÿ çàêðûòîãî ñåéôà

áàíêîìàòà (êàê ïðàâèëî, áîëåå 30 ÷).

Ïðåäñòàâëåííûå äëÿ ýêñïåðèìåíòà îáðàçöû ñè-

ñòåì îáëàäàëè áîëüøèìè ðàçëè÷èÿìè â êîíñòðóêöèè

è ñîñòàâå îáîðóäîâàíèÿ, ÷òî îáúÿñíÿåòñÿ ïîèñêîì

îïòèìàëüíûõ òàêòèêî-òåõíè÷åñêèõ è êîíñòðóêòîð-

ñêèõ ðåøåíèé. Â ýòèõ óñòðîéñòâàõ ïðèìåíÿëèñü îò

îäíîãî äî òðåõ ÷óâñòâèòåëüíûõ ýëåìåíòîâ, èíôîð-

ìàöèÿ ñ êîòîðûõ ñ÷èòûâàëàñü è çàòåì àíàëèçèðîâà-

ëàñü â åäèíîì áëîêå îáðàáîòêè ñèãíàëîâ, ïåðåäà-

þùåì êîìàíäó íà èñïîëíèòåëüíûé ìîäóëü äëÿ âû-

áðîñà ôëåãìàòèçàòîðà.

Íàèëó÷øèå ðåçóëüòàòû ïðîäåìîíñòðèðîâàëà àâ-

òîìàòè÷åñêàÿ àêòèâíàÿ ñèñòåìà ïîäàâëåíèÿ âçðûâà

íà áàçå ñèãíàëèçàòîðà òðåâîæíîãî ãàçîâîãî “Áîðåé”,

óïðàâëÿþùèé ñèãíàë ñ êîòîðîãî ïîñòóïàë íà èñïîë-

íèòåëüíîå óñòðîéñòâî, îòêðûâàþùåå êëàïàí ãàçî-

âîãî áàëëîíà, óñòàíîâëåííîãî âíóòðè ñåéôà áàíêî-

ìàòà. Â äàííîé ñèñòåìå èñïîëüçîâàëñÿ îäèí èç ðàñ-

ïðîñòðàíåííûõ èíåðòíûõ ãàçîâ — àçîò.

Ïî ðåçóëüòàòàì ïðîâåäåííûõ ýêñïåðèìåíòîâ áû-

ëè îïðåäåëåíû äàëüíåéøèå íàïðàâëåíèÿ èññëåäîâà-

íèé è ðàçðàáîòîê, êîòîðûå çàêëþ÷àþòñÿ â âûáîðå íàè-

áîëåå îïòèìàëüíîãî ôëåãìàòèçàòîðà, îáåñïå÷èâà-

þùåãî, ñ îäíîé ñòîðîíû, íàäåæíóþ íåéòðàëèçàöèþ

âçðûâîîïàñíîé ñìåñè, à ñ äðóãîé — ìèíèìàëüíóþ

ñòîèìîñòü. Êðîìå òîãî, íåîáõîäèìî ïðåäóñìàòðè-

âàòü âîçìîæíîñòü îáíàðóæåíèÿ ñèñòåìîé îòíîñè-

òåëüíîãî èçìåíåíèÿ êîíöåíòðàöèè âçðûâîîïàñíîé

ñìåñè è åå ñïîñîáíîñòü ê ìíîãîêðàòíîìó àêòèâíîìó

ïîäàâëåíèþ âçðûâà ïðè ïîïûòêå íàðóøèòåëÿ ïî-

âòîðíî çàêà÷àòü âçðûâîîïàñíûé ãàç, ïàð èëè ñìåñü

ãàçîâ äëÿ ïîäðûâà áàíêîìàòà. Ðàçðàáîòêó ñèñòåìû

íåîáõîäèìî ïðîâîäèòü íà îñíîâå òåîðåòè÷åñêèõ ðàñ-

÷åòîâ è ýêñïåðèìåíòàëüíûõ èññëåäîâàíèé õàðàêòå-

ðèñòèê ðàñïðîñòðàíåíèÿ ðàçëè÷íûõ âçðûâîîïàñíûõ

ãàçîâ, ïàðîâ è ñìåñåé âçðûâ÷àòûõ âåùåñòâ âíóòðè

íèæíåãî êàáèíåòà áàíêîìàòîâ ðàçëè÷íûõ ïðîèç-
Ðèñ. 3. Ñðàâíèòåëüíûå èñïûòàíèÿ ðàçëè÷íûõ ñèñòåì çàùèòû

áàíêîìàòîâ îò âçëîìà ïîñðåäñòâîì âçðûâà ãàçà
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âîäèòåëåé, òèïîðàçìåðîâ è êëàññîâ ïðè çàêà÷êå èõ

âî âíóòðåííèé îáúåì ÷åðåç ðàçëè÷íûå äîñòóïíûå

âíåøíèå îòâåðñòèÿ.

Àíàëèçèðóÿ íîðìàòèâíî-ìåòîäè÷åñêèé àñïåêò

äàííîé ïðîáëåìû, ñëåäóåò îòìåòèòü, ÷òî íàèáîëåå

àêòèâíóþ ðàáîòó ïî ñîçäàíèþ íîðìàòèâíîé áàçû âå-

äóò ñïåöèàëèñòû ÍÈÖ “Îõðàíà” ÌÂÄ Ðîññèè, à òàê-

æå ðÿäà òåõíè÷åñêèõ êîìèòåòîâ ïî ñòàíäàðòèçàöèè

(ÒÊ 234, ÒÊ 391 è äð.) [12, 13].

Â íàñòîÿùåå âðåìÿ îñíîâíûå íîðìàòèâíî-òåõ-

íè÷åñêèå è îðãàíèçàöèîííî-ìåòîäè÷åñêèå âîïðîñû,

ñâÿçàííûå ñ îáåñïå÷åíèåì âçðûâîáåçîïàñíîñòè áàí-

êîìàòîâ è ïëàòåæíûõ òåðìèíàëîâ ïðè êðèìèíàëüíûõ

ïîñÿãàòåëüñòâàõ íà íèõ, îòðàæåíû â ìåòîäè÷åñêèõ

ðåêîìåíäàöèÿõ ÌÂÄ Ðîññèè Ð 78.36.035–2013 [14].

Êðîìå òîãî, ñ 1 ìàÿ 2016 ã. âñòóïèë â äåéñòâèå íî-

âûé ÃÎÑÒ Ð 56692–2015, óñòàíàâëèâàþùèé òåðìè-

íîëîãèþ â îáëàñòè îáåñïå÷åíèÿ òåõíè÷åñêîé çàùè-

òû áàíêîìàòîâ è ïëàòåæíûõ òåðìèíàëîâ, à ñ 1 ÿí-

âàðÿ 2017 ã. ââîäèòñÿ â äåéñòâèå èçìåíåíèå ¹ 1 ê

ÃÎÑÒ Ð 50862–2012, êîòîðûì óñòàíàâëèâàþòñÿ òðå-

áîâàíèÿ è ìåòîäû èñïûòàíèé ñåéôîâ áàíêîìàòîâ íà

óñòîé÷èâîñòü ê âçëîìó, îñóùåñòâëÿåìîìó ïîñðåäñò-

âîì âçðûâà ãàçà. Ïðè äîñòèæåíèè çàÿâëåííîãî êëàñ-

ñà óñòîé÷èâîñòè áàíêîìàò áóäåò ìàðêèðîâàòüñÿ áóê-

âîé “Ã” ïîñëå ðèìñêîé öèôðû, îáîçíà÷àþùåé êëàññ

óñòîé÷èâîñòè ê âçëîìó.

Ïðåäñòîèò ðàçðàáîòàòü íîðìàòèâíûå äîêóìåíòû,

óñòàíàâëèâàþùèå òðåáîâàíèÿ è ìåòîäû èñïûòàíèé

òåõíè÷åñêèõ ñðåäñòâ îáíàðóæåíèÿ âçðûâîîïàñíûõ

ãàçîâ, ïðèíóäèòåëüíî çàêà÷èâàåìûõ â ñåéô áàíêîìà-

òà ñ öåëüþ åãî âñêðûòèÿ ïîñðåäñòâîì âçðûâà, à òàê-

æå òðåáîâàíèÿ è ìåòîäû èñïûòàíèé ñèñòåì íåéòðà-

ëèçàöèè âçðûâîîïàñíûõ ãàçîâ â áàíêîìàòàõ.

Â çàêëþ÷åíèå ñëåäóåò îòìåòèòü, ÷òî ðàññìîòðåí-

íûå ìåòîäû âçðûâîçàùèòû è ñèñòåìû íà èõ îñíîâå

òîëüêî íà÷èíàþò ðàçâèâàòüñÿ [15]. Îò òîãî, íàñêîëü-

êî îíè áóäóò ñîîòâåòñòâîâàòü âñåì íåîáõîäèìûì òðå-

áîâàíèÿì, íà êàêîì íàó÷íî-òåõíè÷åñêîì óðîâíå îíè

áóäóò ñïðîåêòèðîâàíû, áóäåò çàâèñåòü óñïåõ ðåøå-

íèÿ àêòóàëüíîé è âàæíîé äëÿ ìíîãèõ ñòðàí ïðîáëå-

ìû îáåñïå÷åíèÿ ïîæàðîâçðûâîáåçîïàñíîñòè áàíêî-

ìàòîâ è ïëàòåæíûõ òåðìèíàëîâ ïðè êðèìèíàëüíûõ

âîçäåéñòâèÿõ íà íèõ, îñóùåñòâëÿåìûõ ñ öåëüþ ïî-

ëó÷åíèÿ íåñàíêöèîíèðîâàííîãî äîñòóïà ê íàëè÷-

íûì äåíåæíûì ñðåäñòâàì.
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ABSTRACT

Within Russia and out its boarder it is problem of protection for cash dispenses, payments terminals

and for other values vaults against crime attacks by using special electrical tools, gas cutting devices,

hand-made explosive devices. Accounting the number of cases of cash dispenses breakages by explo-

sion of their safes cellular with cash we can allocate Italy, Brazil, Argentina and some other states.

Now the main way of protection explosion of cash dispenses is its technical engineering provision

for strengthening to burglary after explosion. However, decisions of mechanical protection for such

cash units against burglary by gas explosion are not enough effective and they do not provide full

protection of cash dispenses against such crime threats.

The one of provision directions of security for values vaults is increasing of efficiency of detection

and transmission of alarm about out-law actions of intruders during early stage for organization of

measures of operate responding. There are results of experience researches of processes and signals,

which occur during burglary by gas (oxygen-acetylene) cutting torch of cash dispense and payment

terminals of different manufactures and grades. It is shown that the most effective part of spectral

characteristics of a signal is in a range of frequencies from 3.5 to 11.0 kHz. Thus inside safes compart-

ment (bottom chamber) fast growth of air temperature with rate 123 °C�min is observed.

Other direction of security provision for cash dispenses is designing of complex unit of explosion

protection. In this article there are considered the comparable carried out in august 2016 tests of
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experience samples of advanced automatics protection cash dispenses systems against explosion,

including detection means of explosive gas preset concentration (gaseous alarms) and units of

neutralization of explosive danger mixture for explosion formation prevention during attempt to

initiate it. Present results of tests have allowed to plan the directions of future investigations and

designing in the field following modernization of explosion suppression accounting constructions

characteristics of cash dispenses and possible intruder’s actions.

In conclusion there is analysis of normative-methodological provision of such problem in Russia.

Keywords: cash dispenses; payment terminals; explosive protection; fire safety; anti-crime protection.
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